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1
Decision/action requested

Approve the following as an Annex for TR 33.848
2
References

None
3
Rationale

The following is a proposed Annex for TR 33.848.  It lists a series of questions that an operator, or other purchaser of virtualisation equipment can ask their provider.  These questions will help the purchaser to better understand the security of the offering.
This annex is required as many of the Key Issues in this study are overlapping and solutions do not necessarily map closely to individual Issues.  Therefore, a clear list of questions will be highly advantageous to a provider trying to secure a network.
We also include a reference to the Annex at the beginning of Section 4 – General NFV security issues, to make it clear why it is required.
4
Detailed proposal

*** Begin Change 1***
4.4
General NFV security issues


4.4.0
Introduction
This subsection contains an overview of general NFV security issues, which are not specific to 3GPP but which give background to specific 3GPP security decisions.  It is essential to understand the basic virtualisation security of an NFV deployment to begin assessing the security of 3GPP specific solutions and requirements.  Some questions to begin assessing this basic security are included in Annex X.

*** End Change 1***

*** Begin Change 2***
Annex X:
Virtualisation security questions

X.1 
Introduction 

This Annex includes a list of suggested questions that a purchaser of virtualisation equipment (e.g. a CSP) can ask of a provider (e.g. an equipment vendor) to begin to understand the security of the equipment, functions or infrastructure.  Good practice related to some of these questions is included in Sections 5 and 6, but these questions are included in list for as an aid for purchasers.  This list is not comprehensive.

X.2 
Suggested virtualisation security questions
X.2.1 Lockdown of infrastructure 

-
How is the virtualisation fabric, including firmware, kept up to date?

-
Can the virtualisation fabric be automatically updated?

· -
How is the virtualisation fabric updated without impacting the network functionality?

-
Can virtual workloads directly access the physical hardware?

-
Is it possible to communicate directly between physical hosts?  How can this communication take place?

-
Are interfaces on physical hosts locked down to restrict access to trusted hosts?

-
Are there any virtual span ports?

-
Are there any hard-coded addresses?

-
Is data encrypted at rest?  If so how?

-
Is data encrypted in transit?  If so how?

-
Can hosts which are not cryptographically attested to be in a good known running state be provisioned into the network? 
X.2.2 Trust domains
-
How is separation between trust domains achieved?

-
How are virtual workloads tagged with trust domains?

-
How are physical hosts tagged with which trust domains they can run?

-
How are physical hosts prevented from impacting trust domains which they cannot run?

-
Can critical security functions share trust domains or physical hosts with other virtual functions?
-
Are containers used for separation between trust domains or between critical security functions and other functions?  If so, how is this separation assured and secured?

*** End Change 2***
